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Abstract: Industrial wireless sensor networks and production equipments are deployed in unattended and distributed
intelligent manufacturing system (IMS). Sensor-cloud as a potential technology can effectively integrate distributed
equipments as a service and provide it to mobile robots. However, when the mobile robots access the remote devices
via sensor-cloud platform, because potential attackers easily intercept keys and eavesdrop equipment operation con-
tents through wireless channels, which makes the key management and the control of equipment operation permission
become crucial to the safe and reliable operation of IMS. Therefore, the utility function of game players were forma-
lized, the adaptive trust update process was analyzed, and an adaptive trust management mechanism based on evolu-
tionary game was proposed. Simulation results show that the proposed method can effectively improve the security of
sensor-cloud network systems and equipments.
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